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Challenge

Secure and private communication over the Internet
• Confidentiality
• Integrity
• Authenticity

• Metadata privacy

How to achieve that?
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TorChat
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Objectives

1. Document TorChat protocol

2. Analyze security of the protocol

3. Audit reference implementation
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TorChat protocol

Tor network

1. ping vrn54zduj27fkmmq BigRandomNumberForClientB

3. pong BigRandomNumberForClientA

2. ping putzd3vd6ytdrpta BigRandomNumberForClientA

4. pong BigRandomNumberForClientB

vrn54zduj27fkmmq.onion

Party A

putzd3vd6ytdrpta.onion

Party B
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Methodology

Based on EFF’s “Secure Messaging Scorecard”.

1. How is the communication protected in transit?

2. Can the service be used anonymously?

3. Who can learn about communication taking place?

4. How user’s profile information is protected?

5. What forensic evidence is left on the user’s device?

6. Is the source code available, is software available from
trusted source?
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Findings (1)
Communication confirmation attack:
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Findings (2)

Contact list manipulation:

• Leaks profile information

• Contact confusion attack
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Findings (3)
Denial-of-service attacks:

• No limits for message length
• The command is buffered in memory
• No limit for chat message

• Filetransfers accepted automatically
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Conclusion

• TorChat design is sound

• TorChat implementation has flaws

• The flaws can be easily fixed
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Thank you!

Questions?
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